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1. Introduction Security ‘ﬁ'

WILDAU

Information security (IS) is a future-oriented field that is still developing
and is rich with opportunity.

IS provides a career for women with considerable prospects, as there are
no firmly established structures and procedures.

However, IS is a male dominated job area—
increasing diversity in the field would have the beneficial effect of
including different perspectives and experience [17].

Women are thus in a position to step in and claim their place in this process
However, worldwide the proportion of women in IS is very low. Increasing

the number of women would help address the anticipated labor shortage
and integrate diverse perspectives and experience.
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As IS becomes more and more important in private, business, and public life, being part of this development offers broad scope for influencing the direction in which the field is moving and shaping the future. 
[17] M. Schuth, P. Brosi & I.M. Welpe, “Recruiting Women in IT: A Conjoint-Analysis Approach”, HICSS-51, 2018.



1. Project Research Security ‘ﬁ'

WILDAU

IS is often not part of the school curriculum, and so typically there is no
opportunity for pupils to get a sense of the kind of work involved.

In a standardized, anonymous survey we conducted with 194 8th-grade
pupils: 61 percent of them indicated that IS topics are not taught in school.

Lack of information about the specific jobs available in IS and how
diverse and exciting they can be [16] makes it hard for pupils in school
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GENDER-SENSITIVE STUDY AND VOCATIONAL ORIENTATION

FORITHE OCCUPATION SECURITY SPEC!ALIST
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To raise awareness of and interest in IS as a career—especially among female pupils—we launched the project “Gender-Sensitive Study and Vocational Orientation for the Occupation Security Specialist” (“Security”).
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1. Project Research Security ‘ﬁ'

In preparation for the development of a gender-sensitive job profile in IS,
we analyzed existing ads

in the field with regard to
gender-sensitive images and language
as well as the preferences

Job profile Portraits of
of Wome_n (and men) Security female role
for certain Specialist models
job characteristics and skill sets. 1

The analysis was complemented

Py |nS|ghts_ dgrlved frorrl _ Informative Pilot event for
job descriptions and interviews events femalc:.j school
students

with female and male experts
working in |IS.
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The project Security sets out to raise the interest in information security among female pupils through 
a study of the occupational profiles of security experts, 
the establishment of role model portraits, 
game-based learning scenarios to offer an experience of the field of IS,
and informative events for parents and teachers. 
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1. Research Questions Security ‘ﬁ'

WILDAU

The process was guided by the following research questions.

RQ1: How appealing are existing job ads to women based on criteria
derived from previous research findings?

RQ2: Do existing job descriptions found on web-based career-guidance
platforms show the diversity of the field?

RQ3: In what respect do the narratives of people working in the field of IS
complement the required attributes and skills mentioned in the job ads?

The answers provide an indication of how we should formulate and design
the job profile and what information we should present and mention in the
job profile we are developing.
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In this paper we focus on the research work involved in the development of a gender-sensitive job profile. It consists of an analysis of existing job ads and descriptions on web-based career-guidance platforms, as well as interviews with female and male experts working in information security. 



2. Literature Review: Interest/Preferences Security .ﬁ'

Research indicates that job ads in computer sciences are often presented

in a way that does not attract women or give them a sense of belonging to
the field [11].

For both women and men, the following five job characteristics were
investigated [17]:

work-family balance,

salary and benefits,

career advancement,

challenging tasks,

mentoring for women

AN

They had a significant, positive effect on the intention to apply. However, for
both women and men work-family balance is the most important issue,
while special programs for females are the least appealing attribute.
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Thus, emphasizing the job characteristics that were identified as important has the benefit of attracting both women and men. 
[11] Kay, A., “How Job Ads Can Reinforce or Undermine the Status Quo”, NCWIT Summit, https://www.ncwit.org/sites/default/files/a.kay_jobpostingbias_ncwitsummit12_0.pdf, 2012, accessed May 28, 2018.
[17] M. Schuth, P. Brosi & I.M. Welpe, “Recruiting Women in IT: A Conjoint-Analysis Approach”, HICSS-51, 2018.
[12] Kimmel, M., “How Unconscious Bias Hurts Men—and the Companies they Work for”, In I.M. Welpe, P. Brosi, L. Ritzenhöfer, and T. Schwarzmüller (eds.), Auswahl von Männern und Frauen als Führungskräfte Perspektiven aus Wirtschaft, Wissenschaft, Medien und Politik, Springer Fachmedien, Wiesbaden, 2015, pp. 85-89.



2. Literature Review: Interest/Preferences Security .ﬁ'

In order to understand why women leave jobs in the technology industry
twice as often as men, [10] conducted interviews with women who did not
drop out of technological jobs to identify key factors that motivate women
to stay.

These factors include a close-knit, cohesive team, projects and tasks
that matter for the people themselves (e.g., learning, stimulation)

or for others but need not necessarily be socially relevant, and
nonjudgmental flexibility to balance work and private/family ?
responsibilities.

Women are interested in group work, communication, practical
problem-solving [16], and creative tasks [14] and want to interact with
people [05]. Furthermore, they are interested in the interfaces the position
has with other people, departments, and organizations [02].
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[10] Holtzblatt, K., Women in Technology. Factors influencing work choices, https://www.slideshare.net/KarenHoltzblatt/women-in-high-tech-project-moving-from-discussion-to-action, 2017, accessed May 28, 2018.
[16] Paukstadt, U., K. Bergener, J. Becker, V. Dahl, C. Denz,  and I. Zeisberg, “Design Recommendations for Web-based Career Guidance Platforms – Let Young Women Experience IT Careers!”, Proceedings of the 51st Hawaii International Conference on System Sciences, 2018, pp. 5116-5125.
[14] Microsoft, Why Europe’s girls aren’t studying STEM, Region-wide research of 11,500 women reveals how we can get more young women into science, technology, engineering and math, Whitepaper, https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Ff3.hqlabs.de%2FHelper%2Fdownload_helper.aspx%3FmailingId%3D1840439%26key%3D43f36d961955f1ed094de0f8c645de704db9436f%26file%3D639489&data=02%7C01%7CIsabel.Richter%40microsoft.com%7Cef5bb2955a464efbbbef08d48bdde16c%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636287232465303550&sdata=7LOqHKZ2IsOFHCgc1YnyoLS87qKHd2t6zGj%2FaFzMmlU%3D&reserved=0, 2017, accessed June 1, 2018. 
[05] Busch, A., “Die Geschlechtersegregation beim Berufseinstieg – Berufswerte und ihr Erklärungsbeitrag für die geschlechtstypische Berufswahl”, Berlin Journal für Soziologie, Vol. 23, No. 2, 2013, pp. 145-179.
[02] C. Ashcraft, B. McLain & E. Eger, Women in Tech: The Facts. 2016 Update // See what’s changed and what hasn’t, National Center for Women & Information Technology (NCWIT), 2016.





2. Literature Review: Language/lmages  Security .ﬁ'

WILDAU

The language and images in a job ad or description can affect the extent
to which women experience a feeling of belonging and a sense of fit in an
occupational field. Thus, it is important to show both women and men,

so that both sexes have the impression that they fit in the field [07, 09].

Gender-sensitive language is also expected to be a productive area [16].
In Germany, where our research is conducted, this means using not only
gender-specific pronouns (she/he), but also paying attention to terms
denoting individuals.

In the German language the ending of such a term can differ for males and
females—for example,

employee = Mitarbeiter (male) and Mitarbeiterin (female),

students = Studenten (male) and Studentinnen (female)

Gender-neutral in German: Beschaftigte or Studierende.
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[07] Gringer, J., “IT-Studium. Zeigt mehr Frauen!”, golem.de – IT-News für Profis, March 5, 2018, 12:02 PM https://www.golem.de/news/it-studium-zeigt-mehr-frauen-1803-133014.html, accessed May 28, 2018.
[09] Hentschel, T., and L.K. Horvath, “Passende Talente ansprechen – Rekrutierung und Gestaltung von Stellenausschreibungen”, In: C. Peus, S. Braun, T. Hentschel, and D. Frey (eds.), Personalauswahl in der Wissenschaft. Evidenzbasierte Methoden und Impulse für die Praxis, Springer-Verlag, Berlin, Heidelberg, 2015, pp. 65-82.
[16] Paukstadt, U., K. Bergener, J. Becker, V. Dahl, C. Denz,  and I. Zeisberg, “Design Recommendations for Web-based Career Guidance Platforms – Let Young Women Experience IT Careers!”, Proceedings of the 51st Hawaii International Conference on System Sciences, 2018, pp. 5116-5125.



2. Literature Review: Language/lmages  Securify .ﬁ

WILDAU

Based on gender stereotypes—"“generalizations about the attributes of
men and women” [08]—the attributes typically ascribed to females are
communal attributes, while for males they are agentic.

[09] lists typical agentic attributes (decisive, motivated to lead, career-
oriented, competitive, assertive)

and communal attributes (communicative, cooperative, team-building,
diplomatic, motivating) used in job ads.
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Other authors conducting research in the same field also cite the words that appeal more to men (e.g., analytical) or to women (e.g., caring, reliable) [04].
[04] Burel, S., 2018, “Gender Audit – zur sprachlichen Fassbarmachung von Geschlechterstereotypen in der Online-Kommunikation”, Proceedings of the 4th Gender&IT conference, Heilbronn, Germany (GenderIT’18), ACM, New York, NY, USA, pp. 59-61.
[08] Heilman, M.E., “Gender stereotypes and workplace bias”, Research in Organizational Behavior, Vol. 32, 2012, pp. 113-135.

As the literature cited above indicates, women and men value the same job attributes nowadays. However, research shows that job ads for positions 
with a high percentage of males tend to include more agentic than communal terms and that women feel less attracted to job ads with a 
higher number of agentic words. For men, the use of more agentic or more communal words has no impact [09]. 
[09] Hentschel, T., and L.K. Horvath, “Passende Talente ansprechen – Rekrutierung und Gestaltung von Stellenausschreibungen”, In: C. Peus, S. Braun, T. Hentschel, and D. Frey (eds.), Personalauswahl in der Wissenschaft. Evidenzbasierte Methoden und Impulse für die Praxis, Springer-Verlag, Berlin, Heidelberg, 2015, pp. 65-82.




2. Literature Review: IT Stereotypes Securiy .ﬁ'

Besides the pictures used in job ads, the image of information technology
(IT) and computer scientists is worth examining.

Several studies suggest that women and girls still consider IT to be
theoretical and boring and that it is all about coding.

Furthermore, computer scientists are seen as male “geeks,” sitting
in front of their computers all day without any social contact [01, 14, 16].

“Security” sets out to depict the
reality of the occupational field:
diverse,
creative,
communicative, and
meaningful [16].
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However, while the majority of 99 school pupils who were asked to create a picture of a person working in the field of computer sciences drew a man (67.7 percent), 19.2 percent drew a woman [03]. 13 percent were judged to be ambiguous [03]. This is a promising result showing that the stereotypical image might be on the point of changing.
[03] Brauner, P., M. Ziefle, U. Schroeder, T. Leonhardt, N. Bergner, and B. Ziegler, Gender Influences On School Students’ Mental Models of Computer Sciences, Proceedings of Gender & IT, Heilbronn, Germany, May 14–15, 2018 (GenderIT), pp. 113-122.

[01] C. Ashcraft, E. Eger & M. Friend, Girls in IT: The Facts, National Center for Women & Information Technology (NCWIT), 2012.
[14] Microsoft, Why Europe’s girls aren’t studying STEM, Region-wide research of 11,500 women reveals how we can get more young women into science, technology, engineering and math, Whitepaper, https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Ff3.hqlabs.de%2FHelper%2Fdownload_helper.aspx%3FmailingId%3D1840439%26key%3D43f36d961955f1ed094de0f8c645de704db9436f%26file%3D639489&data=02%7C01%7CIsabel.Richter%40microsoft.com%7Cef5bb2955a464efbbbef08d48bdde16c%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636287232465303550&sdata=7LOqHKZ2IsOFHCgc1YnyoLS87qKHd2t6zGj%2FaFzMmlU%3D&reserved=0, 2017, accessed June 1, 2018.
[16] Paukstadt, U., K. Bergener, J. Becker, V. Dahl, C. Denz,  and I. Zeisberg, “Design Recommendations for Web-based Career Guidance Platforms – Let Young Women Experience IT Careers!”, Proceedings of the 51st Hawaii International Conference on System Sciences, 2018, pp. 5116-5125.
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3. Methodological Procedure Securiy .ﬁ'

Based on the literature review in section two, we defined twenty-one
criteria for the analysis of existing job ads in order to answer the first
research question: the degree to which these ads appeal to women.

« The first thing we analyzed were the pictures.
« The next criterion was the use of gender-sensitive language.

As we were analyzing job ads in German, this included the use of
gender-specific terms to denote people.

« Based on the preferences of women and men, employee benefits (e.g.,
career advancement and promotion opportunities) and job attributes
were the next two categories analyzed.

« We also checked the skill requirements to identify tasks women (and
men) are interested in (e.g., communicative and language skills).

« Finally, we looked at whether typical agentic or communal stereotypes
are mentioned.
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RQ1: How appealing are existing job ads to women based on criteria derived from previous research findings?  



3. Methodological Procedure Securiy .ﬁ'

The criteria were coded in binary form to indicate whether the factor was
“‘present” or “not present” in the job ad.

Three people (2 females, 1 male) analyzed fifty-seven randomly selected
job ads.

The task profiles of the positions described were only analyzed to the
extent that they served us as indications for the criteria we were examining.

However, in order to gain insight into the diversity of the field of IS
it would be worth analyzing these tasks in more detail.
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3. Methodological Procedure Security ‘ﬁ'

WILDAU

In addition, we conducted searches on twenty German-speaking
web-based career portals for descriptions of occupations in the field of IS
to determine, in response to the second research question,

whether the diversity of IS is depicted in the job descriptions.

To date of the paper, we have also conducted eight semi-structured
interviews with male and female experts working in different areas of |S.

The aim of these interviews is to identify different professional activities
in the field of IS and their main and typical tasks. We also explore which
skills and attributes are required for these tasks in an attempt to identify
similarities and differences between the various professional activities.

The template for these interviews is based on the critical incident
technique and complements the third research question.
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RQ2: Do existing job descriptions found on web-based career-guidance platforms show the diversity of the field?
In the context of our research, this involved us asking the interviewees to describe their core task and the typical duties of their daily working life and the skills and attributes that are crucial to carrying out their job successfully.
In this paper, we highlight the statements and insights from these interviews that relate to the results of our analysis of the job ads and descriptions.



4. Results Security ‘ﬁ'

The analysis of the job ads reveals that most of them use images that
include both women and men, as is recommended.

However, we did not quantify the degree to which men and women are
equally presented:

In most cases, the proportion was equal, but there were also examples
with more men than women or with a man in the foreground and a woman
In the background.

f;;egge‘;"l" Criteria Present in x of 57 job ads (%0)
only men 6 (10.53%)
only women 7(12.28%)
men and women 24 (42.11%)
unage without people or no image 20 (35.09%)
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4. Results Security ‘ﬁ'

With regard to gender-sensitive language, we determined that almost
70 percent of the ads use male terms or mainly male terms to denote
individuals.

Gender-sensitive language | ale terms to denote individuals 39 (68.42%)
male and female terms or neutral terms 12 (21.05%)

to denote individuals

One company explicitly encouraged women to apply for the position.

Six companies highlighted the fact that they are an equal-opportunity
employer and would be pleased to receive applications irrespective of
any specific group identification (e.g., sex, nationality).
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4. Results Security Fr i

WILDAU

With regard to employee benefits, it is striking that no job ad cited
special programs for females.

The majority of the ads analyzed address the issues of salary and benefits.
as well as career advancement and opportunities for promotion.
Only 44 percent of the job ads refer to work/family balance.

Employee benefits | gnecial programs for women 0 (0%)
work/family balance 25 (43.86%)
salary and benefits 32 (56.14%)
career advancement and promotion op- 33 (57.89%)
portunities

Also [17] shows: Over 55 percent of the employers miss the opportunity
to attract both women and men by talking about the measures they have
introduced to promote work-family balance.
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4. Results Security ‘ﬁ'

The degree to which a task is challenging is highly subjective and depends
on a person’s skills and abilities.

We marked job ads which stated that the position includes challenging
tasks or sole responsibility for a particular area. Less than half of the
ads we analyzed (46 percent) mentioned something along these lines.

The finding that almost 90 percent of the ads indicate who the prospective
employee will work together with counteracts the stereotypical image of
an IT/IS specialist working alone in front of his(/her) computer.

Job/Company description Ehallmgiﬂg tasks 25 (45.61%)
interface to other departments/institu- 50 (87.72%)
tions
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4. Results Security Fr i

WILDAU

We looked at if the job ads explicitly mentioned any special impact the
job might have on their

« own organization (e.g., contributing to the company’s success),

« clients (e.g., successful customer projects), or

« society (e.g., improving people’s lives, creating a safe future).

As research states that women (and men) attach importance to the
impact of their work, employers are encouraged to highlight the
meaningfulness of the jobs more precisely.

Job/Company description i111pa~:t of the _]U'b 22 (336!]%)

working 1 a team 26 (45.61%)

Only 39 percent of those included in our analysis did that.
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A career in information security could be characterized per se as meaningful as it is about identifying risks and implementing measures to ensure IS. 



4. Results Security ‘ﬁ'

Working in a close-knit, cohesive team is important for women.

Based on this, we checked to see if job ads contain information about
the position being part of a team.

Less than half (46 percent) are currently doing this.

Required skills | o peativity 10 (17.54%)
teamwork 26 (45.61%)
communicative skills 36 (63.13%)
language skills (German, English) 42 (73.68%)
problem solving 8 (14.04%)

Our results underline the internationality of the field IS, as a large majority
(74 percent) of the employers require very good language skills in
German and English as well as communicative skills (63 percent), which
in turn contradicts the stereotypical image of computer scientists, too.
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In close connection with this, communicative skills are essential, which in turn contradicts the stereo-typical image of computer scientists. 



4. Results Security Fr i

WILDAU

Creativity and problem-solving skills are seldom mentioned.
However, according to the interviews we conducted with experts working
in the field, these skills are extremely important.

Although, a third of the job ads include agentic words such as assertive,
these words are only sporadically used. We counted at most two typically
agentic terms in the same ad.

Conversely, we only find a few communal attributes listed as required
characteristics.

Agentic attributes e.g., assertive, analytical thinking 18 (31.58%)

Communal attributes e.g., friendly, cooperative 5(8.77%)

Federal Ministry
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4. Results: First RQ Security ‘ﬁ'

WILDAU

With regard to our first research question, the majority of the job ads

we analyzed include gender-sensitive visual language, salary and benefits,
information about career advancement and promotion opportunities,

the interfaces of the position, and communicative and language skills.

However, existing job ads can improve

« their use of gender-sensitive language and

 their presentation of work-family balance, challenging tasks, the
impact of the job, and

 how it relates to the team, as well as

« the emphasis given to the required skills of creativity, teamworking,
and problem solving.

We conclude that existing job ads in IS in Germany do address women
but can still increase their attractiveness in this respect.
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RQ1: How appealing are existing job ads to women based on criteria derived from previous research findings?  




4. Results: Second RQ Security ‘ﬁ'

WILDAU

In answering the second research question, it is interesting
to record that 14 (70 percent) of the web-based career-guidance portals
we researched provide no information about the career field.

The six career-guidance platforms that provide information about the
broader jobs like IT security officer and about specialized areas

such as cryptology show the diversity of the field, because they describe
a variety of tasks.

This reveals the importance of developing and disseminating a job profile
for the field of IS.
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RQ2: Do existing job descriptions found on web-based career-guidance platforms show the diversity of the field?
However, as most of the career-guidance platforms we researched did not present the field of IS at all, the second research question can be affirmed for only 30 percent of the platforms in our analysis, but not in general. 




4. Results: Third RQ Security ‘ﬁ'

WILDAU

All eight interviewees stated that “creativity is extremely important in the
field of information security.” It became apparent that creativity is needed
to achieve several different goals.

Another important skill that was mentioned in all the interviews is the
ability to communicate.

Communicative competencies cover the ability
« to understand other people,

 empathize with them, and

 make complex IS issues comprehensible.

Furthermore, for all those interviewed, communicative activities
constitute a major part of their profession. The interviews offer us a
deeper and more vivid insight into the required skills and abilities than ads.
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RQ3: In what respect do the narratives of people working in the field of IS complement the required attributes and skills mentioned in the job ads?
3.RQ addresses what can be learned from female and male experts working in the field of information security with regard to the necessary skills and attributes. 




5. Discussion & Summary Security Fr i

WILDAU

Our analysis showed that typical agentic or communal words are very
seldom used in the job ads we analyzed. Thus, from this point of view
both women and men might feel attracted to the job ads.

However, based on research findings regarding the use of gender-
sensitive language and the preferences for certain job attributes, the
organizations can improve in order to appeal more to both women
and men.

Although there are not many terms denoting people in the job ads, the
title of the position and the way employees are mentioned in most cases
reflect male terminology.
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5. Discussion & Summary Security Fr i
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In contrast to the interviews conducted with experts working in the field,
both the job ads and the job descriptions fail to highlight the
importance of creativity in IS.

However, in order to increase the proportion of women in computer
science and information security, making job descriptions and ads
appealing to women can only be the beginning.

As statistics show that women also suffer from a gender pay gap in
computer science and leave their IT jobs much more often than men,
it is important to overcome these inequalities in order to retain women
in their IT positions or inspire them for |S.
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The research project “Women in Tech” by Karen Holtzblatt [10] shows how this could be achieved.
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At the end of the project, the following results will be available to borrow or download: a brochure on information security professions, a book with interviews on activities and experiences, posters and videos.
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Weibliche Rollenvorbilder gibt es in der Informatik

seit Anbeginn. So gilt Ada Lovelace, Mathematikerin

im 19. Jahrhundert, als erste Programmiererin. Auch
hente gestalten Fraunen die Informatik entscheidend mit —
so auch im Bereich der Informationssicherheit.

In diesem Buch erziihlen 29 Frauen von ihrem beruflichen
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ihrem Beruf/ihrem Studium begeistert, welchen schinen
Momente, aber auch Herausforderungen sie erleben.
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das vielseitige und zukunftstriichtige Berufsfeld der
Informationssicherheit.
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…. if they have agreed.
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