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ABSTRACT

behavior, it is necessary that managers and supervisors model the
desired behavior [5:79]. This is confirmed by Gocke (2020) for
the Charité hospital in Berlin: “If a real digital transformation is
to take place in the clinics, then this is a major project and there
will be conflicts over resources and schedules. The project is
doomed to failure without good guidance from the clinic’s board
of directors” [6]. DT and ISec are a matter for the top management. The German police registered over 100,000 cases of cybercrime in the narrower sense in 2019, an increase of over 15 percent on the previous year [7]. The estimated damage caused by
such acts is high—the German digital industry association
Bitkom (2019) estimates that cyberattacks resulted in over 100
billion euros’ worth of damage to the German economy [8]. The
security risks are also increasing because three out of four companies now operate cloud computing [9], while complex, advanced attacks are discovered very late [10:3]. Companies
around the world need an average of 280 days to detect and contain a cyberattack [11] [10].

Based on extensive research of the literature on the current status
of the health sector in Germany, the four spotlight areas of CRITIS, the pandemic situation, pandemic planning, and communication and learning are discussed in more detail in connection
with information security. They may be used to create an integrative research map for holistic approaches in future research projects. With this in mind, the aim of this paper is to summarize
aspects with a sound basis in the literature. The focus here is on
general lessons learned from previous awareness-raising projects
in information security.
Keywords: Information Security, Health Sector, E-Health, Pandemic Situation, Research Map.
1. INTRODUCTION
Increased information technology (IT), necessary and comprehensive digital transformation (DT), and—as an unavoidable result—information security (ISec) have been of great importance
in recent years for medicine and the healthcare system in their
pursuit of process optimization and cost reduction. For example,
the Internet has had a major influence on the way people work in
the medical environment and in some cases has completely
changed it [1]. ISec has been an important topic for hospitals for
several years and is becoming increasingly relevant as networking becomes ever more prevalent, denser, and more heterogeneous [1:175]. In particular, the question of ISec for patient data
and data protection is becoming more and more important. However, there are currently no suitable concepts for integrating IT
security–oriented requirements and business-process-oriented
risk identification into a process-oriented (data) view [2]. Training and awareness programs are immensely important in the
healthcare sector, whereby the half-life of memory must be taken
into account—regular repetition is essential, and even more important is the example set on a daily basis by those in charge [1].
Raising the awareness of internal and external employees is essential [1]. However, studies show that awareness-raising approaches that only focus on knowledge transfer without experience-oriented and interactive elements are not sufficient to create
lasting awareness (see [3], for example). It is thus necessary to
come up with new concepts for increasing people’s sensitivity to
the issues as they manifest in practical terms.

The healthcare sector is one of the so-called critical information
infrastructures in terms of security (CRITIS). “The failure of a
CRITIS would restrict fundamental public processes, so that its
protection is of paramount importance in the context of police
security and criminal prosecution” [7:42]. According to a Roland
Berger study, two-thirds of German clinics have already become
victims of cyber criminals [12]. A greater understanding and
more conscious handling of ISec would help relieve the
healthcare sector. The importance of ISec in this sector must be
expanded in the long term in order to minimize the risks coming
from cyberattacks and from people’s ignorance. Attacks on the
healthcare system have increased by more than 60 percent in recent years [13]. During the Covid-19 pandemic, which has necessitated increased use of the Internet, “numerous new variants
of cyberattacks developed, which all used the coronavirus crisis
as a common denominator for their attacks” [7:1]. Attack tools
such as blackmail Trojans remind us that ISec in hospitals is not
a sure-fire success—this is especially true for the future Hospital
4.0 [14].

In Germany, SMEs make up over 99 percent of German companies and employ around 60 percent of all workers subject to social security [4:64]. However, the increased attention ISec is receiving nowadays is not reflected in the implementation of incompany measures [5:80]. The human factor in ISec has not been
given sufficient attention so far in most SMEs. In order to motivate employees to be more observant of ISec in their individual

2. LITERATURE SEARCH
ON THE INITIAL SITUATION

In section 2, the initial situation is clarified based on a literature
search. In particular, four spotlight areas in the healthcare sector
are identified that should be made the focus of research in a more
integrated manner than has previously been the case. Section 3
summarizes the proposed integration of the interlinked spotlight
areas. A general summary and outlook can be found in section 4.

Health should be understood in its full range—in physical, psychological, and social terms—and embedded in a holistic concept
of quality of life. Attacks on hospitals have increased in recent
years [15], especially in the course of the coronavirus crisis.
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issued by the EU Commission in 2013 [30]. Hospitals with more
than 30,000 inpatient cases per year have been required to screen
their systems and adapt them to the guideline in order to protect
themselves. “The NIS directive affects around 100 hospitals in
Germany” [31].

Cyber incidents pose a dangerous threat to the healthcare system
[16] [17] [18] [19]. Nowadays, there is no question that governance, risk management, and compliance activities are key challenges for all institutions—however, as Barafort et al. (2019)
show, the challenge lies primarily in integrating risk management
into organizational processes and thus making it possible to easily comply with the necessary ISO standards [20]. Back in 2010,
Gabriel et al. pointed out that because of the sensitive data and
information they process, healthcare organizations will feel the
consequences of these changes even more than companies or
public authorities [2]. On the one hand, these organizations are
exposed to severe financial constraints—making it difficult for
them to implement appropriate ISec measures—while, on the
other, they operate in an environment in which it is impossible to
completely exclude the public [2120].

However, it took several more years for the German Hospital Association (DKG), together with other institutions in the hospital
sector, to develop the so-called B3S standard “Medical Care,”
which was confirmed by the Federal Office for Information Security (BSI) in October 2019. In principle, the B3S standard includes the implementation of an ISMS that is based on the requirements of the ISO/IEC 27001 and ISO/IEC 27799 standards—the latter is relevant for the healthcare sector but is relatively unknown [32]. The B3S standard is valid for two years—
so the BSI will have to review it this year. However, the threat
landscape can be considered critical, meaning that more effective
security mechanisms for networked medical devices and mobile
healthcare applications must continue to be developed in the future [17:65]. In the worst-case scenarios, cyberattacks can endanger human life if medical devices are deactivated. Moreover, the
current Patient Data Protection Law (PDSG) is not fully compatible with the GDPR [33]. This could also have an impact on the
acceptance of digitization. The federal government hopes that
another four years with electronic patient records and a secure
exchange of sensitive health data will lead to acceptance of DT
[34].

The starting point of the literature search is the social vulnerability caused by increasing digital penetration and our dependence
on it in almost all areas of life. Security of supply in the sense of
failure security is therefore of great importance and has led to
security precaution and ensuring the protection of critical infrastructures as a core task of the German Federal State since the
end of the 1990s [22] [23]. The literature search is also shaped
by the current circumstances of the Covid-19 pandemic and questions about planning safety. It was also motivated by questions
about what and how one should learn from it. In the following,
four spotlight areas are described in more detail as the starting
point for tackling the issues in the healthcare sector.

2.2 Second spotlight area: The pandemic situation and ISec
2.1 First spotlight area: CRITIS
In the current Covid-19 pandemic, the healthcare sector, in particular, is revealing itself to be systemically relevant for human
life and demands a great deal from medical and nursing staff as
well as from psychotherapists. On-site workers are also challenged in a variety of ways in different stressful situations. In addition to the current exceptional workload, there has always been
a high level of responsibility, and wages are usually too low [35],
which is why there has been a long-term lack of staff in this area,
especially nursing staff [36]. The Federal Ministry of Health and
the German Care Network have therefore started a campaign to
support care workers. This allows local mayors to enter into dialogue with nursing staff via an online action platform, and local/regional traders can express their appreciation [37]. However,
that will not be enough. Active relief should be provided to staff
by building up skills among the general population.

European and national laws assign the healthcare sector to CRITIS [24]. Ignorance of, violation of, or nonexistent ISec policies
are major threats to institutions of all types and sizes. Because of
the delay between attack and consequence, a long-term mindset
is an important factor in reducing these security deficiencies. According to [25], long-term orientation comprises the three dimensions of continuity, future viability, and perseverance, which
must be established in institutions as a function of ISec. In the
healthcare sector, personal and highly sensitive data are recorded
in order to be able to determine an appropriate therapy for each
individual patient. However, hospitals have a complex structure
with many different clinical areas, which are mostly organized
individually, and the understanding of information security varies accordingly [26]. We have to define new ways of increasing
awareness, with the aim of making the mostly abstract contents
of ISec clear and understandable. A pure transfer of knowledge
will fail to achieve this goal [27]. Rather, it should also include
direct involvement, exchange, and interaction between the participants. According to psychology-based research results on corporate ISec, which is a relatively new discipline, this combination is crucial in order to achieve sustainable awareness raising
for employees and managers [27].

ISec must be integrated into operational processes, and this
should certainly apply during times of pandemic. However, even
in a non-pandemic situation, ISec training for staff in the
healthcare sector is limited to the bare minimum, as appropriate
exemptions immediately create gaps in the care system. Concepts
of resilience and sustainable awareness raising and training for
exceptional situations are largely lacking. Attempts have been
made in the last few decades to integrate so-called health literacy
into school education through special events, and companies
have also increasingly taken on responsibility for health awareness, but only selectively. Moreover, it should be noted that
awareness is essential both for healthcare workers and for the
overall population. Shang (2013) suggests that both local and
contact awareness can raise the epidemic thresholds, while global
awareness cannot [38]. The result supports the previous findings
of Wu et al. (2012), whose conclusion is that individual awareness contributes to the inhibition of epidemic transmission [39].

Krüger-Brand (2019) also emphasizes that medical technology in
hospitals represents an increased security risk. Medical devices,
like computers, work with programs and operating systems.
Sometimes, no regular patches or updates can be implemented
[28]. Hospitals also need to set up an information security management system (ISMS). The first general ISec specifications for
CRITIS companies were set out in the German IT Security Law
in 2015 [29]. The German legal landscape is congruent with the
draft directive for network and information systems (NIS) first

96

Proceedings of the 25th World Multi-Conference on Systemics, Cybernetics and Informatics (WMSCI 2021)

ning. A preliminary master plan for pandemics was first published by the World Health Organization (WHO) in 1999, and
bodies such as the Robert Koch Institute (RKI) and the Federal
Office for Civil Protection and Disaster Aid (BBK) followed suit
(2001–5, with updates in 2017 and for Covid-19 in 2020) [47].
The focus is on protecting the population and maintaining the
public health system [48] [49] [50] [51]. However, precautionary
pandemic planning is only evident in the case of influenza. The
Covid-19 pandemic involves learning by doing—an approach
that broad sections of the population find more and more difficult
to understand. There was no effective and comprehensive preparation for a situation like this, but the current pandemic should be
an opportunity to better prepare actors and those affected. In addition, options for action by or for companies in which a large
segment of the population works are rarely subject to scientific
investigation in crisis situations like pandemics. So far, there
have been specific studies of decision-making [52] [53] [54] [55]
[56] [57] [58] [59] and shopping behavior [60], social responsibility [61], and IT security [62]. However, the question of resilience has not yet been considered.

There is a lack of continuous, sustainable concepts for the seamless integration of health competence in schools and everyday
work, and this is mirrored in the consciousness of the population
as a whole. This makes it clear that an awareness of health and
the state of health itself is increasingly becoming a communication issue [40].
Obviously, there are distinct communication deficits and needs
affecting staff and the general public, which is why new ways of
raising awareness and creating training measures with interactive
methods for employees and managers should be explored and established in everyday working life. It is not just a matter of
providing information. Rather, it is about targeting specific
groups and sustainably increasing the individual level of knowledge about health within that group. With the help of new methods and classic discursive or constructivist didactics, so-called
empowerment—in the sense of a development of the community/common good—should be enabled and given strategic support. In our opinion, we need to work together to increase general
healthcare skills, with the aim of increasing the self-efficacy of
the population at the same time.

A hospital can only survive pandemics in the long term if its employees are made aware of the issues and offered information and
training: they should have the general competence to enable them
to transparently implement the necessary measures, which they
should also be involved in developing. New hybrid interaction
techniques for systematic, systemic, and sustainable learning
processes are also required in this spotlight area. Reichl-Streich
(2020) emphasizes in his article that even before the Covid-19
pandemic, the increase in cyberattacks was posing problems for
German hospitals and their awareness programs for employees.
“At the latest with Covid-19 and the accelerating process of digitization, the question arises as to whether classical training formats such as e-learning and face-to-face events are still sufficient
or whether new approaches are required” [63]. A hospital can
only survive attacks in the long term if its employees are more
sensitive to the design and development of ISec in-house and are
also involved in it [63]. In addition, the connection between ISec,
the pandemic situation, and pandemic planning must be made
clearer and linked in an integrative way. More research is necessary.

Psychological research defines self-efficacy as a person’s subjective certainty of being able to cope with new or challenging
situations based on their individual skills, and it often depends
precisely on whether the individual successfully masters what
they set out to do [41]. The concept of self-efficacy goes back
to [42]. It concerns the subjective assessment of an individual’s
competences and their ability to carry out a task or achieve a
goal. Self-efficacy can be favorably influenced by a person’s
individual positive experiences and feelings of achievement, by
vicarious experiences based on observations and stories from
third parties, and through feedback and encouragement from
third parties [43] [44]. This means that self-efficacy can be
strengthened and maintained through simple measures [41]. In
psychology, the investigation of motivation has also led to the
concept of self-efficacy expectations. This relates to the ability
for a certain behavior to be carried out competently [45]. It is
also postulated that in addition to the positive assessment of
one’s own effectiveness, it is primarily a matter of whether and
to what extent the individual personally identifies with the tasks
they are given and the degree of autonomy they feel as a result
[46].

2.4 Fourth spotlight area: Communication and learning

2.3 Third spotlight area: Pandemic planning

The population was not prepared for such a pandemic. In addition, there are increasing communication deficits in politics and
science in conveying and weighing up the necessary measures,
and these are coupled with the phenomenon of fake news and
disinformation campaigns, an aspect of the Internet with which
we are all familiar. A look at the corresponding scientific literature [64] [65] [66] [67] [68] quickly reveals that there are a large
number of publications on the subject of fake news. However,
the various publications are mainly concerned with describing
(i.e., defining) and identifying the problem. Any discussion of
awareness raising, which we consider to be of central importance, is secondary. The deletion of content and the education
of the population are mentioned again and again as suitable countermeasures against disinformation [69]. However, that alone is
not enough. The population must be actively involved in awareness-raising campaigns for sustainable learning, and the politicians, who are also learning, must significantly improve their
communication with the population.

Owing to the complexity of its processing procedures and its heterogeneous IT infrastructure, a hospital cannot avoid setting up
an appropriate data-protection management system, in which
ISec should play an essential part [29]. In addition, the pending
sanctions—such as the fines stipulated by the GDPR—are significantly higher (10 to 20 million euros or 2 to 4 percent of the total
annual group turnover) than those under BSI law (“only” up to a
maximum of 50,000 euros) [29]. The data-protection requirements are the same in both cases, and in both cases it is essential
for there to be comprehensive transparency in the processing, the
data flows, the IT used, and the technical and organizational protective measures taken [29].
The novel situation created by the current pandemic shows very
clearly the fragility of the status quo in all institutions within the
healthcare system (and beyond) based on a lack of security plan-
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Given the author’s perceptions at the beginning of the Covid-19
pandemic and the technologies and platforms that have been developed, it seems that there was a lack of clear, targeted communication and online learning units, as well as explicit instructions
for staff and the population at large on how to reduce the spread
of the virus. This is confirmed by [70]. Afterwards, public administrations put together collections of guidelines for different
areas on their websites. However, according to our own research
and testing, there was seldom a filter for specific questions and
locations. A general hotline could be referenced for direct questions, although this was likely to be overloaded. Apart from contact tracking, the author’s perception in 2020 was that current information, services, and applications do not directly help the public to answer their questions. Vogel (2020) points out that language and communication are in a state of emergency during a
pandemic crisis that impacts everyday life [71].

pecially in times of a pandemic. There are new funding opportunities with the Hospital Future Act (Krankenhauszukunftsgesetz, KHZG) launched in January 2021. Fifteen percent of the funding amount must be demonstrably used for
increased ISec, with a focus on IT and cybersecurity [73]. It
is important that hospitals do not simply apply for a collection of projects side by side but rather pursue strategic and
operational goals for digitization as part of an overall concept
[73]. The development of a strategy is the task of the management. Moreover, the management delegates operational
tasks to responsible bodies such as the ISec team or officers.
However, the public must be actively involved in educational
ISec measures, and the processes must also become more
transparent and comprehensible.

In the author’s opinion, users of the developed technology (i.e.,
people) should not be left to their own devices but should receive
suitable suggestions for action In a pandemic, technologies
should be developed that lead to learning success among the population, answering their direct questions in a focused manner,
presenting structured information that covers all eventualities,
and offering clear simulations. This would not only serve to increase the quality of life for the public at large and raise their
awareness of security issues but would also lead to a general unburdening of medical staff and the healthcare system.
For years, the D21-Digital-Index study has served as the basis for
current and future decisions by political, economic, scientific,
and civil society actors in Germany [72]. The current edition for
2020/2021 shows that problem-solving skills in the digital world,
which overall has a higher degree of complexity, are relatively
low among the German population [72:28]. There are significant
differences between those with a low level of formal education
and the highly educated [72:28], with the result that the digital
division with the German population remains a key focus. However, after two years of stagnation, informal learning about the
Internet and computers is clearly gaining in importance: some
two out of three people are teaching themselves new skills by
trying things out and making targeted use of the help of friends
and acquaintances [72:29].

Fig. 1 Four spotlight areas that are currently relevant in the
healthcare sector, as addressed in this article, integratively combined as a possible research map
2. Promote increased resilience and self-efficacy in the population and among employees through sustainable, experienceoriented learning scenarios covering exceptional situations in
analog, digital, and hybrid form. “Hybrid” means a smart
combination of analog and digital communication options.
Short, experience-oriented learning scenarios are therefore
necessary for the population as a whole, with a focus on a
consensus-based level of knowledge and well-founded argumentation as a new means of clarification and education—
the connection to the first spotlight area is obvious. This new,
hybrid communication method must offer the public support
and answer their questions concretely. Trust needs to be developed.

3. RESEARCH INTEGRATION
The status of research in Germany on the four spotlight areas
mentioned was presented above in section 2. An explanation was
also given of the deficits that can be identified. In this section,
these four research areas are summarized and put together. In the
interests of modeling the ongoing process of improvement, a circular design has been chosen for figure 1, which can be interpreted as an integrative research map, because resilience, just like
awareness, cannot be achieved with a one-off project. Rather, it
is a continuous process in which the individual awareness-raising
projects should consistently contribute to the overall effect and
must also reflect this (fig. 1).

3.

Overall, the article proposes the following results in response to
the key areas of fig. 1:
1. Increase the understanding of the importance of ISec in the
healthcare sector among the population and employees, es-

98

Support and unburden the healthcare system through the
clear communication of concrete action measures via a hybrid platform for the population as medical laypeople. Understood as a network, initial contact points could be named,
guidelines explained, instructions illustrated, experience-oriented learning scenarios deployed, personal experiences processed, and self-assessments carried out. In the federal system, it is up to the individual states to draw up, interpret, and
implement pandemic plans. This has been confusing for large
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are mapped to general lessons learned from previous awarenessraising projects. The findings of the paper should be verified in
future through empirical and statistical approaches with surveys
and interviews so that the assumptions are made more reliable.

segments of the population. Legal texts, regulations, and rationales have not always been comprehensible. As with the
first two spotlight areas, an attempt must also be made here
to make abstract topics tangible and concrete. Evidently, this
has not happened enough in the political arena. A certain degree of helplessness has been developing as a counterpoint to
self-efficacy. This corresponds to people’s assumptions that
they are helpless and have no control and are thus unable to
influence certain aspects of their lives [41]. This gives disinformation a possible foothold—with obvious connections to
the fourth spotlight area.
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4. Eliminate communication deficits through the active involvement of pilot testers—as representatives of the patients
and the population at large—who bring in their own experience, skills, and know-how to help develop the plot. A traffic-light system for the hybrid platform might be used to give
feedback on the “severity” of an incident to the specialist
staff, who can then enter into an appropriate process of active
exchange. Expectations and experiences must be made transparent.
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